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Ag e n d a Introduction to Meraki and Cloud Networking

BYOD objectives

Taming BYOD: capacity, security & management
— Design considerations
— Live demos

Product line & pricing

Q&A
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Free APs for IT Professionals

meraxi

Meraki 802.11n AP with 3-year
cloud management license

Click on this link to attend any Cisco Meraki live webinar and Cisco will send qualified attendees a free Meraki Wi-Fi Access
Point (AP) with a 3-year cloud management license - a $699 MSRP value free.

... or click on this personalized referral link for the current schedule for all the live webinars and recorded sessions. £
meraki
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http://1pcn.com/promotions/cisco/meraki/index.htm
http://1pcn.com/promotions/cisco/meraki/index.htm
http://meraki.cisco.com/webinars?ref=1cJpc7b
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About Meraki, part of Cisco

Leader in cloud networking: 20,000+ customer networks deployed
— Initial technology developed at MIT - tradition of innovation and R&D

Cloud-managed edge and branch networking portfolio
— Complete line of wireless, switching, security, WAN optimization,
and mobile device management products

Now the Cisco Cloud Networking Group
— Increase investment in Meraki technology (grow team, R&D)
— Utilize Cisco’s reach to bring Meraki to new markets
-~ No changes planned to product roadmap, licenses, etc.

Trusted by thousands of customers worldwide:

- Mas_sachusetts QUEST T
1-TBANC I L [T SOF TWARE' A ACCOR

TELMEX
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Recognized for iInnovation

InfoWorld.com Trusted by thousands of customers
*x2012 AWARDS *
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Winner, Mobility and Wireless
Productof the Year

Visionary, Magic Quadrant
Gartner@ forWireless LAN

WORLD

ECONOMIC Technology Pioneer Award Winner, Best Product

Wireless Solution
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‘ Customer success across all industries
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Why cloud networking?



Apple: First 6 Quarters Cumulative Unit Shipments

iPad
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Source: Apple as of Q2:11 (6 quarters, post iPad launch)
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‘ Apple vs. Android: First 11 Quarters

180
_ 160
= .
g Android
@ 140 { @Arubin
E Andy Rubin &
E_ 120 .
= There are now over 700,000 Android
wn . .
= 100 devices activated every day
=
g 30 20 Dec via web
g
=1
£ 60
=1
Q
o iOS (all)

20
0 T .
1 2 3 4 5 6 7 8 9 10 1
Quarters After Launch

Source: Gartner, Morgan Stanley Research, as of Q2:11
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Networking challenges

| n
helps you <O
re (,ib.'::u n your life | oo

New devices High bandwidth web apps Access everywhere

O\ > 4 B | coodmm e G

Creating new challenges for IT:

“How do | support 10x more devices with a fixed staff?”

“How do | keep BitTorrent from slowing down web apps?”

“Can users securely bring their own devices?”

[
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Manageability Scalability

Turnkey installation and management
Integrated, always up to date features
Scales from small branches to large networks

Reduces operational costs

13

Cost Savings
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Bringing the cloud to enterprise networks
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Live Demo

15
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Preparing your network for
BYOD



BYOD objectives

« Satisfy end-user demand

« Maintain security, visibility and control

* Preserve network reliability and end-user experience
* Minimize IT burden

‘IPad has changed the way this
firm practices law. And | think
it’s changed the practice of law
in general.”

James Goodnow
Director, Fennemore Craig
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‘ Key BYOD design considerations

Security Capacity Management

100% integrated, without cost or complexity

18 MerakKi



Security
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Security

« Goal: prevent viruses, unauthorized data access
* First, follow wireless security best practices

« Augment with BYOD-specific strategies
— Layer 7 device fingerprinting
— NAC/Antivirus Scan
— Segment corporate and BYOD devices

[
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Wireless security best practices

« Segment classes of users
— Separate SSIDs for guests, employees
— ldentity-based policy firewall

* Encrypt wireless traffic
— WPA2 PSK or Enterprise

« Detect and mitigate rogue APs

Firewall
Layer 3 firewall rules © # “II’I'" Protocol Destination Port Comment
oW
Any Local LAN Any Wireless clients accessing LAN
Allow Any Any Any Default rule

Add a layer 3 firewall rule

[
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Layer 7 device fingerprinting

22

Clients »

Joey-Bakers-iPad

Details | Edit details

MAC address:
1P:

Hostname:
MNetwork access:

Connection:
Capabilities
Manufacturer:
Operating system:
History:

Systemns mgmt:

28:6a:ba:45:04:10
172.16.30.96
Joey-Bakers-iPad (Bonjour)
normal

wireless

: B02.11n, 2.4 and 5 GHz

Apple
Apple iPad

Event log
Not installed

Status: Not connected @

Last seen:

Mar 12 18:00 (about 6 hours ago)

Access point: 3rd FL Support 1

User:
3s1D:

CORP\joey.baker
Meraki-Corp

Approximate location BETA

Based on data from 5 APs between Mar 12 14:33 and Mar 12 21:00. Excluded data
from 3 unplaced APs.

g
g @
E' 3 @
B §
@
m
=3
100 :é_
19th S w
FOWERED EY l ] 19t St 1oth ]
- o i 19
Ug ¢ 58 Mikfornia ="

Map data ©2012 Google - Terms of Hse

WARNING: This client's location may be less accurate because some of the
related APs are not placed on this map. You can place APs on maps and
floorplans here.

Gleans identifying signatures from network traffic
Zero-configuration

Automatic updates to handle new devices
Fully integrated with NAC and device-based policy firewall

meraki



Corporate and employee device separation

“l already authenticate users with 802.1X. Should | restrict
access based on the authenticated user’s device?”

Three strategies:
« Equal access for all devices
— Appropriate for many environments: education, corporate, etc.

— Simple for users and IT
— Optionally control access based on user identity

« Use Internet-only guest access SSID for employee devices
— Isolate LAN resources from employee devices
— May not satisfy end-user requirements

* Fine-grained access control restrictions for employee-owned devices

— Most flexible

[
merakl
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« Strategy: isolated virtual network for BYOD
— Prevent or restrict LAN access
— May double as guest (non-employee) network

— Protect network for company-owned devices via MAC whitelist or
802.1x/EAP-TLS

* Pro: secure, easy to configure and understand
« Con: user has to think before connecting

g M3 m o 3 (=4 G659

Wi-Fi: On
| Turn Wi-Fi Off

-+ acme-corporate-devices i
acme-personal-devices

1) )

i features | my pro
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‘ Apply policies by device type

« Example device-based policies:
— Corporate-issued laptops: full access
— 1Pads: emall servers + Internet
— CEQO’siPad: email, ERP, Internet
— Smartphones, netbooks etc: Internet-only

25 MerakKi
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Internet edge traffic

45
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25
20
15
10

Exabytes/mo
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36% CAGR 2009-2014

m Video Calling
= VolP

“Web and Data

= File Sharing

® Internet-Video-to-TV
= Internet Video

2009 2010 2011 2012 2013 2014
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Meraki survey: IPads use 400% more data

200 MB

160 MB

120 MB

80 MB

40 MB

0 MB

28

Average Monthly Wi-Fi Data Consumption

T

400%
Difference

v

Android’ iPhQne’ iPad Average Source: Meraki, Inc.
and iPod Average
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Layer 7 application traffic shaping

Rule #2

Definition | Social web & photo sharing M/ All Social web & photo sharing

This rule will be enforced on traffic

matching any of these expressions. Add an exgression
Picasa

) . Flicks

Bandwidth limit | Choose a limit... 5

smugmug
135 Kbps I imgur.com
- _@_ photobucket.com
) — ImageShack

PCP [/ DSCP tagging Do notset PCPtag | / | Dony MySpace
Facebook

Add a new shaping rule Twitter
Yelp

| Save Changes | or cance

* Monitor bandwidth usage by application
« Limit or block unwanted recreational traffic
» L7 shaping controls peer to peer, encrypted, & evasive apps

29 MerakKi



 Deploy 802.11n
— Higher throughput, up to 900 Mbps
— More resilient against interference

* Deploy dual-concurrent APs
— Independent 2.4 and 5 GHz radios

— Prevents smartphones from slowing down
IPads and laptops

— Band steering: improves iPad performance, reduces crowding
on low-power 2.4 GHz devices (supported by all Meraki dual-radio APS)

« Test for weak devices
— Use APs with high receive sensitivity (all Meraki APS)

— Add APs as needed

Meraki APs built to handle 100+ devices

30 MmerakKi
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‘ Visibility into BYOD network

A
—_— ¥
8.0.6 / A Clients - Meraki Dashboard |
&« C | & https://n?.meraki.com/Meraki-Corp-Wire/n/B4WUfb/manage fusage/ list#q=iPad e | N
E com | my profile | sign out show admin
Merakl ENTERPRISE  Network: | Meraki Corp - Wireless. s] SSID: [ Al : P [search dashboard
Monitor Clients Feb 13 22:13 PST to Mar 12 23:13 PDT m Live updates @ Applications
Overview ® 2 hours Usage: 991.83 GB (698.06 GB received, 293.78 GB sent) | Mafches: 1.54 GB (| 1.06 GB, +487.7 MB)
day
Ma day 80 Mb/s
P wesk
Access points month 60 Mg
Clients whitelist 40 Mbis
Splash logins
Logn atempts mel A i A A
. . a - ke A MA A
Account Feb 14 Feb 17 Feb 20 Feb 23 Feb 26 Feb 29 Mar3 Mar & Marg Mar 12 More »
activity
Event log Search: | iPad | [ Go | [ Clear | y
WIPS
Summary 24 matches in 372 Columns... | Download as XML | Download as CSV
report
_ Operating
PCI reports (@] Status  Description Manufacturer  system Lastseen  Usage” Access Capabllities Recent access point
Configure o 1 Josy-Bakers-iPad Apple Apple iPad 5.3 hours ago B53.2MB normal 'sﬂé’u" 24and 345 support 1
Organization o 2 % o Samsung Apple iPad 6.3 hours ago 138.9MB normal gﬂégz‘”-“a"“ 2nd Fl East
Help o s PCC-Pad-1 Apple Apple iPad 11days ago 1358 MB whitelsted g‘]é'lz‘” 24and 50 FiEast
O a KS4AP-403004BE18C4  Apple Apple iPad 10daysago  68.3MB normal 2“5,12‘” 24and 44 F Salest
o s Mathew-Herricks-iPad  Apple Apple iPad Bhoursago 474 MB normal g‘ﬂégz‘” 24and 50 i East
ENE Robs-iPad Apple Apple 05 24daysago  39.5MB normal ?,“é,lz‘” 24and 345 support 1
o 7 Webster-X Apple Apple iPad 18days ago  355MB normal g“é'lz"‘ 24and 304 £ Engineering 1
O s Robert-Halls-Pad Apple Apple iPad 72hoursago  34.2MB normal SZiam24and gy el Migdie
O s PLANET-KOSA Apple Apple iPad 10hoursago 331 MB normal S02iam24and 5 FL support 1
O 1w Meraki-Marketing-Pad  Apple Apple iPad 10daysago  30.4MB Custom poicy: iPad- empioyees  bosj i~ 2"%  3rd FL Support 1
O 1 %  PoCiPad2 Apple Apple iPad now 256 MB whielsted Sozian.24and  gng F Misdie
o 12 Intern-Ipad Apple Apple iPad 24daysago  240MB normal S02ian.24and 5 FL Support 1
0 13 iPad-84 Apple Apple iPad 1gdaysago  18.4 MB normal S0Zian.24and 5 FL Support 1
hitps://n7.meraki.com/Meraki-Corp-Wire/n/B4WUfb /manage/usage /list#c=kc291el 802.11n, 2.4 and

« Identify applications, users, and devices
» Classify encrypted and P2P apps (Skype, BitTorrent etc.)
» Real-time search and historical reporting
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Control devices, users, applications

Clients »
Joey-Bakers-iPad

Details

P 3 BETA
Name: Joey-Bakers-iPad Approximate location

Based on data from 5 APs between Mar 12 14:33 and Mar 12 17:59. Excluded data
MAC address: 2B:6a:ba:45:04:f0 from 3 unplaced APs.
IP: 172.16.30.96 :

Hostname: Joey-Bakers-iPad (Bonjour) L

2
- g
Network access: '~/ Normal o 2 F

() Whitelisted 18h o 1Bih St
The device can access the network without bandwidth limits or splash
pages.

...
@
=
o
o

1S Wosi0d
15 woSIIEH
1S epuoid

() Blocked
The device is prevented from accessing the network.
@ Apply group policy

Apolv a aroup policy to this device on this network.

19th St
J iPad 19th St ‘7:1 18th St
~  CONTRACTOR 5 » ® E
S r (]
Accounting \s, depending on the associated SSID. % i LA
B

iPad - employees
Notes: ’7—

POW#ED BY

%m i Z0oth St
2 |Gaogle FE—t

Map data ©2012 Google, Sanborn - Termxof Use

Connection: wireless

Capabilities: 802.11n, 2.4 and 5 GHz
Manufacturer: Apple

Operating system: Apple iPad

| Save | | Cancel |

WARNIMG: This client's location may be less accurate because some of the

related APs are not placed on this map. You can place APs on maps and floorplans
here.

Apply access control policies

ldentify and block unwanted users, devices, and applications

33
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Automate maintenance for dynamic
environpante

Radio settings

Channel settings

Channel planning ¥ Automatic channel selection - channel spreading

Manual channel selection

| Update channels now |

What is this?

Warning: Changing these settings can cause noticeable downtime as your
access points transition to their new channels. We recommend you do not
make changes to a production network.

Channel planning report Channel*  Unigue APs seen ©@ Radios assigned @  Interfering rogues @

1 29 2 22 Details
[ 11 B 0 Details
11 g 3 [ Details
36 3 4 1 Details
44 8 3 0 Details
149 5 3 0 Details
157 2 3 0 Details

Mitigate dynamic RF environments with cloud-based RF optimization

Respond to new devices and applications with seamless over-the-web firmware
upgrades (user-scheduled)
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Network-wide visibility and control

/2 Overview - Meraki Dashboar % || ax |

| @ https://n10.meraki.com/DWR-Wireless,/n/2C5DXdk % | @

kiren@merakl.com | my profile | sign out show admin

-]
Merakl ENTERPRISE  Network: O [Search dashboard

Monitor Design Within Reach networks » Usage over the last week
N 8 Mbis

owniew  DWR Wireless

Maps 233 clients transferred 7.83 GB in the last 4 e

Access points :

Clients 1 access point needs your attention.

Splash logins 75 current clients. more »

2 Mbis

0 Mbis

Map of clients per access point

PCI reports

L . 3 A
Configure “idaho 1 \wyoming -

Lineoln® Kanasa T (e i
~ Wnited States  'zgy .. .
Colorado = gy iU

Kansas Miul%un{ )

o

 Organization | : S v Nebraska _Vé‘q,:;‘";

Help

Albuayeraus

s Vegas.
Sl
550 el dPhoznx | Wexico
o

@Online © Alerting @@ Offine () Gateway () Repeater

©2011 Meraki, Inc. Privacy Last login: about 18 hours ago from 208.50.213.100 (San Francisco, CA). [1 wish this page would... | [ makeawish |

Built-in multi site management

Integrated wireless, switching, WAN and security

35
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Controlling Company-Managed
Devices

36
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Meraki Systems Manager

Client list

Search: | iMad

Feb 23 17:50 PST to Feb 24 17:50 PST

I | Go | | Clear | 4

Advanced search »
elp

18 matches in 184  Select: All, None Columns... | Download as XML or CSV

O 0O 00 O 000

O I
=

Status

N )

@

L

.

Name

Zugzu

Varun Malhotra's iMac
grenade-mule

Robert Shanks's iMac
tintin

Ritesh Nadhani's iMac
pegasus

Kevin Paul Herbert's iMac
Kevin Paul Herbert's iMac

Lando

Model

iMac

iMac

iMac

iMac

iMac

iMac

iMac

iMac

iMac

iMac

Last
connected

now

now

Connectivity User™
| I— T
[ varun

Location

S5ID

San Francisco, CA
San Francisco, CA

now [ sthea  San Francisco, CA

now
Feb 23 18}
now
now
Sep 30 17]

Aug 25 08|

now

37

Restrictions

Signal
(dB)

Enable device restrictions

Device functionality

™ Enforce restrictions
Check to show additional restrictions to enforce

[ 1 Allow installing apps

Enable use of device featuras

L7 B e IO 5 T - T . |

Monitae | Ann mananamea
AddanewiosApe

Add a new App:

iPad Apps
Title

q'mC| Dictionary.

Dictionary+

| Search | | Cancel |

Category Description

Description Get the full power of The
the world's most comprehensive dict
Spanish, French, and 11 other langu

Reference

Very handy and powerful dictionary.
network connection reguired. = Displ
suggestions. = Stores and exports Hi

Reference

Manage mobile devices, Macs, & PCs from the cloud

MerakKi



Systems Manager

Key features:

—~Deploy applications

—Set restrictions and security policies
—Monitor hardware and software vitals

Easy to deploy

—Uses native 10S facilities, Android app, or lightweight
Installer for Mac/PC

100% free for anyone
—Supports up to thousands of devices

38 MerakKi



Products
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5 access point models
— Indoor, rugged/outdoor
— 802.11n up to 900 Mbps

— Ultra-high performance and
value-priced models

Enterprise-class hardware
— Lifetime warranty for indoor APs
— 802.3af Power over Ethernet
— Voice, video optimization

Fully integrated features

— Traffic shaping, mesh, NAC,
guestaccess, device
management...

40
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Cloud managed security appliances

6 versatile models
— Scale from small sites to large campuses

Complete networking and security
— Stateful firewall
— Site to site and client VPN

— Link balancing and failover
(including 3G/4G)

L7 application control
— Traffic shaping
— NG application firewall
— Content filtering (CIPA-compliant)
— WAN optimization

41 MerakKi



Cloud managed switches

Managed access switches in 4 models
— 24 and 48 port, with PoE available
— Gigabit with 10 GbE uplinks

Enterprise-class performance
and reliability

— Lifetime warranty
- 802.3af/at PoE on all ports \
— Voice, video QoS \

Centrally managed from the cloud

— Visibility and control over
thousands of ports

— Built-in monitoring, cable
testing, and alerts
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Try Meraki for free

« Try Merakion your network
e Setsupin 15 minutes
« Technical support available at no cost

Free trials available at meraki.com/eval
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Mmerakil

Networks that simply work

For more information and discount pricing quotations for your project,
contact 1 PC Network, your authorized Cisco Meraki Elevate Partner.

Click here to Reqister Your New Meraki Projects.

Qualify for Important Extra Cisco Discounts.

1 PC Network Inc.

3675 S. Rainbow Blvd #107-374
Las Vegas, NV 89103-1059

Phone: +1-800-965-8499 Toll Free, USA
+1-702-949-6077 Las Vegas, NV, USA
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